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F1E HP5HAWS

1.1 clear history all-users

74 : clear history all-users

Thee: TEBRSHMLLRAR 0 P P a2 T sl %

R R,

ERTRFS: M Zar 2 ] LUBRRITE P BT A 2 P s 4l % .
245«

Switch#clear history all-users
1.2 history all-users max-length

74 : history all-users max-length <count>

Theg: WESHMLIRAFII P P fir 2 3 5210 s i) B R AR

AR 2RCER.

S <count>HENS (RAF (& I Sid sk, AUE TR 100-1000

R RERINEZ ORI 100 5&0rA H P a2 P sid sk, A &2 L E
S E AT IR G

4.

Switch(config)#history all-users max-length 500

1.3 logging executed-commands

74 : logging executed-commands {enable | disable}

Dhge: FTIFEOCHE A P 3T a2 1 H B IFE

¥ k.

A ER: 2R,

BREEN: disable LIRS .

R THFF%)5, R #E console, telnet B ssh &3 AT (i &2tk H &
2. FTHFIR

Switch(Config)#logging executed-commands enable

11
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1.4 ping

4 : ping [[src <source-address>] { <destination-address> | host <hostname> }]
ThRg: ATHMLIE o A K ICMP 18R, AP AZ bl 3t i 15 9% 2 [A) f2 75 AT IS

2 ¥(: <source-address>’/ 15 & ping & H 1 EHLIE IP Hohb, o+ 3 A%
<destination-address>’4y%: ping ] H [ EAL IP bk, sis+Ekf#0; <hostname>
NE ping B H B ENZFR, HKAET 64 747

BREFBEI: K54 ICMP iERE; WA 56 bytes; IS ]y 2 Fb.

AR R P E B

fEFTRRE: SH A ping drdJa, BE#ERZE, RGeS — M EaRCE 77
M PR BLE B X ping K& IS HUHE -

4.

il 1: i/ ping 27 HHE 244

Switch#ping 10.1.128.160

Type “c to abort.

Sending 5 56-byte ICMP Echos to 10.1.128.160, timeout is 2 seconds.

Success rate is 40 percent (2/5), round-trip min/avg/max = 0/0/0 ms

LTS RR, L ping F— IP #idiky 10.1.128.160 184, I ="~ ICMP &kt
TEGRAR GBI B 8] 2 F0 P9 A I EIAH R ICMP B RS, BRI ping J8, 115 AL ping il
Ty IR 40%. ACHALH R ping R, BEEEAFTL; ! "3ROR ping JTh, B
ik,

i 2: f#H ping 27 Kb E S5, HALSHI N .

Switch#ping src 10.1.128.161 10.1.128.160

Type “c to abort.

Sending 5 56-byte ICMP Echos to 10.1.128.160, using source address 10.1.128.161,
timeout is 2 seconds.

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

TR, S AL ping 1 10.1.128.161 /£ ping & i ICMP i 3R SC (1 bk,
ping I H K54 1P kA 10.1.128.160, FA~ ICMP i K AU 2 AH M ICMP 8] v £,
ping I N 100% . ZHALH." 3R ping SR, BEEEANATIE: H*! "o ping i,
FEATIK

%1 3: fH ping &7 He L F B iE 24 ping %k
Switch#ping
VRF name:
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Target IP address: 10.1.128.160
Use source address option[n]: y
Source IP address: 10.1.128.161
Repeat count [5]: 100

Datagram size in byte [56]: 1000
Timeout in milli-seconds [2000]: 500

Extended commands [n]: n

BRfER

i RE

VRF name

I VRF, GnREA s MPLS %, 1ZI

Target IP address:

HFr i 25 1 1P Hidil

Use source address option[n]

e 1A A 1 A T

Source IP address

5 7€ ping {8 H A IP $hi

Repeat count [5]

REHEH, BRI S;

Datagram size in byte [56]

ICMP GRS, BRIN T 565

Timeout in milli-seconds [2000]:

FEIS I E], AN RD, BRI 2 £

Extended commands [n]:

FE 7 i R HA A 46 T3

1.5 ping6

4 : ping6 [<dst-ipv6-address> | host <hostname> | src < src-ipv6-address > {<dst-
ipv6-address > | host <hostname>} ]

Thk: BE ) 2% i mlak 4

Z¥. <dst- ipv6-address >Z %N H ] IPv6 Hull, < src-ipv6-address >/yi5 IPv6 Hill,
<hostname>J2 iz LALLM EHLA, KA 64 T,

BREBEIL: K 54 ICMP6 1R W; K/NA 56 bytes: I [A]A 2 #).

R — B

FF$EE: ping6 & ELEER IPv6 bk ABRIAEOL, ping6 Zhaen] LARHE H P & 5T ping
WS EHTHRE, X ipve-address AAHWEE LR, FTEIRE vian 04 . Hi8E R
IPv6 $hitiy, &%t icmp6 15 3K G4 458 A 18 7€ AU IPve sl ping L HJE UL .

4.

(1) M H ping6 727 A 4.

Switch>ping6 2001:1:2::4

Type “c to abort.

Sending 5 56-byte ICMP Echos to 2001:1:2::4, timeout is 2 seconds.

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/320/1600 ms
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(2) 14 ping6 I, FHEIE IPv6 Hiht

switch>ping6 src 2001:1:2::3 2001:1:2::4

Type “c to abort.

Sending 5 56-byte ICMP Echos to 2001:1:2::4, using src address 2001:1:2::3, timeout is 2
seconds.

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
(3) 1/ ping6 FE /- FR AL T BB 24 ping6 24,

switch>ping6

Target IPv6 address:fe80::2d0:59ff:feb8:3b27

Output Interface: vlan1

Use source address option[n].y

Source IPv6 address: fe80::203:fff:feOb:16e3

Repeat count [5]:

Datagram size in byte [56]:

Timeout in milli-seconds [2000]:

Extended commands [n]:

Type “c to abort.

Sending 5 56-byte ICMP Echos to fe80::2d0:59ff.feb8:3b27, using src address
fe80::203:fff:feOb:16e3, timeout is 2 seconds.

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/16 ms

BRNE i FE

ping6 AT ping6 ThfE

Target IPv6 address H i IPv6 Hbtik

Output Interface Vian #2042, 24 H 1k 24 H s 6 H ik it
1R E

Use source IPv6 address [n]: i FHE IPV6 dthhik, ERIAAE

Source IPv6 address U5 1Pv6 Mtk

Repeat count[5] RIEH) ping BN, BUIME N 5

Datagram size in byte[56] Ping IR/, ERIME A 56

Timeout in milli-seconds[2000] FRVFIIES AR, BRINEN 2 F

Extended commands[n] T RZEINRE, B

! LB
KM LA AT I

Success rate is 100 percent (8/8), | Lt {5, ViH ping L k2h 2 B L2 K
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round-trip min/avg/max = 1/1/1 ms 100%, LEf

1.6 show boot-files
AR S HHA L Z a4
1.7 show debugging

4 : show debugging {bgp | dvmrp | igmp | ipv6 | mld | nsm | ospf | other | pim | rip
| spanning-tree | vrrp}
Dige: Won KT R IR o
fER¥ERE: WHRAHP REAEFERIFRIARE, W4T show debugging @4 .
. REBURIE B A
2. &5 ospf AT Y RTINS .
Switch#show debugging ospf
OSPF debugging status:
OSPF all IFSM debugging is on
OSPF packet Hello detail debugging is on
OSPF packet Database Description detail debugging is on
OSPF packet Link State Request detail debugging is on
OSPF packet Link State Update detail debugging is on
OSPF packet Link State Acknowledgment detail debugging is on
OSPF all LSA debugging is on
OSPF all NSM debugging is on
OSPF all events debugging is on
OSPF all route calculation debugging is on
Switch#
fHX A4 : debug

1.8 show fan
R EATHHA L Z L.
1.9 show flash

#r4: show flash
DiRe: SR {RAETE flash T SO RN
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A REBURIT B R
%4 A% flash F30fh J Kb

Switch#show flash

boot.rom 329,828 1900-01-01 00:00:00 --SH
boot.conf 94 1900-01-01 00:00:00 --SH

nos.img 2,449,496 1980-01-01 00:01:06 ----
startup-config 2,064 1980-01-01 00:30:12 ----

1.10 show history

4 : show history

Theg: o H P sl i A\ P s di 4

R RPBURIAC BA.

R REEZ R 20 KM BRI P a4, AP ERA G 2N BUH B
PREESILAEMNEE Cetrl+p A ctri+n) S5 17 7 52 4
24

Switch#show history

enable

config

interface ethernet 1/0/3

enable

show flash

show ftp

1.11 show history all-users

74 : show history all-users [detail]

Dige: WO A H P s N s 4.

R AU B .

S¥: [detail R PAT AW P 28R, Al telnet 538 ssh B { AT AT 0, EoR
F P& 1P Rk {5 2

{ERTRFS: 1%dn 7?@?mﬂ‘ﬁﬁﬁﬁﬁ)jﬁﬁ AN P s %, B AR HAT ZAr 2 B TR . R P Y
BRFA, PATH A 2555 B

WA PUT A2 AP REEE BIBURA & T 3 SR PP sk a4

245«

Switch(config)#show history all-users detail
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Time Type User Command

Ow 0d Oh2m  Telnet/SSH admin show history all-users detail 192.168.1.2:1419
Ow 0d Oh 1m  Telnet/SSH admin show history all-users 192.168.1.2:1419

Ow 0d Oh 1m  Console Null show history all-users

Ow 0d Oh 1m  Console Null end

Ow 0d Oh 1m  Console Null ip address 192.168.1.1 255.255.255.0

Ow 0d Oh Om  Console Null inv1

Ow 0d Oh Om  Console Null telnet-server enable

1.12 show logging executed-commands state

4 : show logging executed-commands state

Dheg: wosH T e P AT a2 1 H BT OSIRES

¥ L.

R AU,

REEH: .

fEFTETE: (EH] I show fir 4 T LUR R T 9 2 enable 2k disable.
4.

Switch#show logging executed-commands state

Logging executed command state is enable
1.13 show memory

74 : show memory [usage]

ThRe: SRR NAE X N 2 .

Z¥:. usage ¥/~ memory 1§ {5 .

M REBURIE B A

SRR A& H TR HAL. a4 LA BT s H P AT &7 o5 BN AF e
Hhk Ay 5= (word)# . WOR(E B = AR Hibk L S BNk IR KA RN
4.

Switch#show memory

start address : 0x2100

number of words[64]:

002100: 0000 0000 0000 0000 0000 0000 0000 0000  *........c.....e. *
002110: 0000 0000 0000 0000 0000 0000 0000 0000  *.....ccvveeene *
002120: 0000 0000 0000 0000 0000 0000 0000 0000  *........c.....e. *
002130: 0000 0000 0000 0000 0000 0000 0000 0000  *................ *

1-7



% 5Eikad F1E &P 5FEAMS

002140: 0000 0000 0000 0000 0000 0000 0000 0000  *........c....... *
002150: 0000 0000 0000 0000 0000 0000 0000 0000  *........c....... *
002160: 0000 0000 0000 0000 0000 0000 0000 0000  *................ *
002170: 0000 0000 0000 0000 0000 0000 0000 0000  *........c....... *

1.14 show running-config

74 : show running-config

Dige: B R YA RS P NS E .

BRETO: T IEEAMNIE S, WRSE TESHHE, NAER.

R AU B .

EREE: YHPER—ARER, FERIEZGERE EM, W LL4T show
running-config & K& H 1 HT A S .

245«

Switch#show running-config
1.15 show running-config current-mode

74 : show running-config current-mode
Dige: Won4miE MR E .

R ramERA.

RAEEMR: T.

fERHEEE: BEAAEfT— A B, IR N AR AT S, BENS TR M RTRLCR AP A R
H.
24

Switch(config-if-ethernet1/0/1)#show run ¢
!
Interface Ethernet1/0/1

switchport access vlan 2
!

1.16 show startup-config

14 : show startup-config

ThRg: TR MATE TIRE TS 1E Flash Memory H1 L WL S B E , 185 2 HAL T IR
b E R B BT R A A

BREEN: M Flash LB EZSH, WRSHE TI/ESEAME, WAER.

1-8
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R AU B .

{£FH#8F: show running-config fll show startup-config a7 & FIX H7ET, S 58K
— i B 2 J5, @it show running-config ©] LI & % i B ¥ 0 7, 1 i it show
startup-config X1& AN AEMECE . (HoE il write ard, H4 2500 A4 20 iC B ORAF
#l| Flash Memory #H i}, show running-config 1] 27~ 5 show startup-config ]2/~ 45 R
—F

1.17 show switchport interface

4 : show switchport interface [ethernet <IFNAME>]
Theg: oL F T VLAN S BRI VLAN 5 R 32 #HLE Trunk S FHE B
S8 <IFNAME>Jyiii 115 .

M REBURIE B A

245): WoRUG ethernet 1/0/1 ) VLAN {5 5.
Switch#show switchport interface ethernet 1/0/1
Ethernet1/0/1

Type :Universal

Mac addr num :No Limit

Mode :Trunk

Port VID :1

Trunk allowed Vlan :ALL

ERHE ik
Ethernet1/0/1 X BT PAK 2 1155
Type LRl e iP

Mac addr num

ST DA ] MAC ik 30

Mode :Trunk ARG HE ) VLAN
Port VID :1 T4 0 JE R VLAN 55
Trunk allowed Vlan :ALL Trunk Fo @ ) VLAN,

1.18 show tcp

-4 : show tcp

Thig: SR il SAHAESLE) TCP &R IL.

R FRBURITC B A
24
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Switch#show tcp
LocalAddress LocalPort ForeignAddress  ForeignPort State
0.0.0.0 23 0.0.0.0 0 LISTEN
0.0.0.0 80 0.0.0.0 0 LISTEN
BRNE i
LocalAddress tep 7 HE A b s 1k
LocalPort top EEFL M A L5
ForeignAddress top 2 [ X6 s g H ki
ForeignPort top EEFE R i ) i 1 5
State top JEFLPTAL K 2 BT HPIRES

1.19 show tcp ipv6

4 : show tcp ipv6

Theg: o Uur S L LK) TCP &G I
A AR FPBURIAC B A

2845«

Switch#show tcp ipv6

LocalAddress LocalPort RemoteAddress RemotePort  State
IF VRF
80 " 0 LISTEN
0O O
23 " 0 LISTEN
0 O
TRAE Gl
LocalAddress TCP EEL A IPv6 Hihik
LocalPort TCP EH At 15
RemoteAddress CP IER X o IPv6 Hidik
RemotePort TCP EEL I iy 5
State TCP R AL A AR
IF TCP HE £ 1A Hh dimg 1112 5
VRF REALAER A R SE A

1.20 show telnet login

4 : show telnet login

SR YR 5 A LA T Telnet 3E3: 1) Telnet % P i R4S E. .

ThRg:

1-10
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R RPBURIAC BA.

EREE: AaSHUEEAI SR RE MM HEER.
24

Switch#show telnet login

Authenticate login by local.

Login user:

aa
1.21 show temperature

74 : show temperature

Dhgg:  WoRACHAL CPU R .

8. .

R KA E A

fEF¥ERE: S H TIRIAHL CPU R FE .
2. LIoRZHAL CPU HHETR L .
Switch(Config)#show temperature

Temperature: 47.0625 C

1.22 show tech-support

74 : show tech-support

Dhee: WoRHAIEAT HE B SAESHIRE, BORSCREA RAIH Z a4, 2
ITRAIER .

M REBURIE B A

fEFTRFE: 7EACHHL L BlE AT bR, T RAR R Z A & 3RBUH R A5 2, 12 Wb 5L A
4.

Switch#show tech-support

ZHALIIZ

><‘l

1.23 show udp

4 : show udp

Dhee: Lo 4T 5 HALESL ) UDP EHAE L .

. REBURIE B A

2451

Switch#show udp

LocalAddress LocalPort ForeignAddress  ForeignPort State
0.0.0.0 161 0.0.0.0 0 CLOSED
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0.0.0.0 123 0.0.0.0 0 CLOSED
0.0.0.0 1985 0.0.0.0 0 CLOSED
BRNE FiiR
LocalAddress udp JERE A M ik
LocalPort udp EEF A H 5
ForeignAddress udp % 150 v ) bk
ForeignPort udp 5 B i ) g 115
State udp SEHE AL ) /TR
1.24 show udp ipv6
74 : show udp ipv6
Theg: o Yur 528 L L i UDPEHH I .
A AR FPBURIAC B A
ﬁ%:
LocalAddress LocalPort RemoteAddress RemotePort State
69 0 CLOSED
1208 ': 0 CLOSED
TRAE Gl
LocalAddress UDP &4 A IPv6 Hitik
LocalPort UDP J&EH i A i 5
RemoteAddress UDP &4 1% sy IPv6 Hitik
RemotePort UDP 82 1% s i 5
State UDP &R AL I SRR A

1.25 show version

14 : show version

Dige: W ZHMURALE B .

R AU B .

fERTRFS: @ b 2k BB AL RA(E
24

Switch#show version

112

=]

o

B AFERE RN R A )
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1.26 traceroute

¥ 4 : traceroute [source <ipv4-addr> ] { <ip-addr> | host <hostname> } [hops
<hops> ] [timeout <timeout> ]

Dheg: Aanr S H TR B K IEB% B H K i 2 (R OC, Rl i 2% 2 75 T ik,
S L £ i g T E

ZH.: <ipv4-addr> L1552 1 IPv4 Y, Stk s <ip-addr>s2 H T EHLE IP
Hotik, skl <hostname> & Niztin EHLI N4 <hops>N traceroute [1) 5
KA M KEH, BUENEHE 1-255; <timeout> A AR I [A], FRAN=FRD, BUENE
100~10000.

BREBIL: B RLZ LRI H 544 9 30, BRI A2 2000 =55,

AR R P E B

¥R traceroute — M T B 1 I 45 AN AT I IR 1) g s P 7

FHX A4 ip host

1.27 traceroute6

4 : traceroute6 [source <addr>] {<ipv6-addr> | host <hostname> } [hops <hops>]
[timeout <timeout> ]

Theg: Aan S H TR B K IEB% B H i 2 R OC, Rl i 2% 2 75 T ik,

SE L £ W 5 T E

ZH: <addr>ZA5EN IPv6 kL, B 5 #H itk <ipv6-addr>iE H 1 EHLT
IPv6 Hilit, B S50 #+Ni##EdkR: <hostname> & Himii EHLHI EHL4: <hops>H
traceroute6 [ K&t M H , BUEIEH 1-255; <timeout> % ¥ G i i 8], FLA7
NEFRP, BUEIEHE 100~10000.

BREBI: B ORLZ LRI H 544 9 30, BRI ]2 2000 =50,

AR R P E B

¥ traceroute6 —fHI T i€ 7 H K 25 AN TS IS (1505 BT 7

4.

Switch#traceroute6 2004:1:2:3::4

Mx4: ipv6 host
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B2 8 ENERZHIMmS

2.1 reload after

4 : reload after {[<HH:MM:SS>] [days <days>]}
Dhgg: &I RS 328 3l
S¥: <HH:MM:SS >HNECER ], HH CND BUETEEDY 0~23, MM (480D i1 SS (F75)
HUEJE Ry 0~59.

<days> BCEMRE, AR, BUETEHR 1-30.

R[] R R Z50R] DA IR IREAC 2, w3 P L P ) S R
B R P E B
R H o bhEd A4, AR BIEREL T, Sud4Remr G, =R
M Adn L — BT AT . BIPERA LG, AT LAASSLZ 55 AZ AL, 1246 €
2 ad — BUN TA) DL 1 55 AS el AR dn WA BCE IR, RAE— e EM . BB a2,
A i telnet FaRACHMLES, 2 FENZH RS ZHHLE R E S .
B WEZHHAE 2 K10 /N0 1 LS ABIEE.
Switch#reload after 10:00:01 days 2
Process with reboot after? [Y/N] y
X4 : reload, reload cancel, show reload

2.2 reload cancel

4 : reload cancel

Thek: HUH B #5328 4 hL .

¥ k.

AR R PR E AR

fEFTRE: AT LURd A4, BUH R E f @ i 8] DUS S8R 30 2 #ebl,  RIEUH reload
after in S UL E . AL ABERE.

2845 BB BUH AN E R LU BB E S

Switch#reload cancel

Reload cancel successful.
%44 : reload, reload after, show reload

2.3 show reload

%4 : show reload
ThRg: SonH 7 reload after @4 [IE B 5 .
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%y 5Rwe %28 ENERTHNMS

¥ L.
. REBURIE B A
RS HomLlEd A w4, A% reload after dr A SIS, [F AT LA E FE B AL
| 5 150 22 /DI ]
2Bl: #F reload after iy M E L. THIH, O ECEZHLLE 10 /N 0 70 1 FPLLE
HE, HAE RS L E S EF 9 /N 59 73 48 b
Switch#show reload
The original reload after configuration is 10:00:01.

System will be rebooted after 09:59:48 from now.
HXAr4: reload, reload after, reload cancel



%y 5w 5% 3 % CPU WCRISCAK S

% 3 & CPU WCRRITAR ML

3.1 clear cpu-rx-stat protocol

fii4: clear cpu-rx-stat protocol [ <protocol-type> ]

ThRE: HEERBP RSB S THE 0.

S : <protocol-type> NI LKA, BHE dot1x, stp, snmp, arp, telnet, http, dhcp,
igmp, ssh, bgp, bgp4plus, rip, ripng, ospf, ospfv3d, pim, pimv6, unknown-mcast,
unknow-mcast6, mid

AR AR EEA.

fERERE: AmAaET R ERgHE R, FERBIMTEERCCER G, RERERIK
WA, BAE) FEOR N RR S T .

2H: K ARP R4 1HE 0.

Switch(config)#clear cpu-rx-stat protocol arp
3.2 cpu-rx-limitnotify enable interval

74 : cpu-rx-limitnotify enable interval<180-86400>

no cpu-rx-limitnotify enable
TiRE: JF)3 cpu-rxlimitnotify Zhag, F£48 % fis & ¥ E] B B 8] . No 4 9% ] cpu-rxlimitnotify Zh &g
Z¥: interval: [AIf@IF(E], BRIAMT(E] 86400s.
R MER.
ERTRE: A& H T2 s LRI R 10 & P s L, @WAE) BEOR A 48 T M.
4.

Switch(config)#cpu-rx-limitnotify enable interval 180

3.3 cpu-rx-limitnotify protocol
(alllWORD)(enable|disable)

-4 : cpu-rx-limitnotify protocol (all WORD)(enable|disable)

heg: JFJa s KA AT I ECE R e M, FFE LUS . cpu-rx-limitnotify 7F interval J& 1
MR cpu-rx &4 T deny, HIX BN deny IR EGE T snmp trap 3@ &1 .
AR Al E A

ﬁgﬁﬂ:

KA FTA X

Switch(config)# cpu-rx-limitnotify protocol all disable
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VANCIIIRERvIAN

Switch(config)# cpu-rx-limitnotify protocol all enable
PANCESY U

Switch(config)# cpu-rx-limitnotify protocol snmp enable
SRS

Switch(config)# cpu-rx-limitnotify protocol snmp disable

3.4 cpu-rx-ratelimit channel
FI SN L %A L

3.5 cpu-rx-ratelimit enhanced
KB R HHUA L %2

3.6 cpu-rx-ratelimit protocol

74 : cpu-rx-ratelimit protocol <protocol-type> <packets>

no cpu-rx-ratelimit protocol <protocol-type>
Theg: WE DB B L VFE CPU AN, A2 no #RAE IR MR SCRRAD e Vi ik
CPU A EUONERIME .
Z¥1. <protocol-type> il KA, FE dot1x, stp, snmp, arp, telnet, http, dhcp,
igmp, ssh, bgp, bgp4plus, rip, ripng, ospf, ospfv3, pim, pimv6, unknown-mcast,
unknow-mcast6, mld; <packets>Jy&pFbif suiFis CPU H%E, 3y 1-2000 pps.
AR 2RACER.
BREFEH: SIS T & BRI E A BE .
ERTRE: A BB P REAE 2 S bl CPU Bl TS AL, R IAE] T EOR A B
SRR A E
2] BE ARP PR S BRE By 500pps.

Switch(config)#cpu-rx-ratelimit protocol arp 500

3.7 cpu-rx-ratelimit queue-length
B GZHNA LR Z L

3.8 cpu-rx-ratelimit total

14 : cpu-rx-ratelimit total <packets>

no cpu-rx-ratelimit total



%y 5w 5% 3 % CPU WCRISCAK S

Dige: WHE cpu IR ST B PRIE, ARar4 1 no #AE NI cpu Bt ST BRI Pk 2 BRI
fH.

Z¥:. <packets> NEIVEN FRVFIE cpu EHE AL

AR SRLERK.

BREEM: IR, CPU KRN 1200pps.

ERRE:  Adr S W E I FREAE & S el CPU Bt S oL, R WAET T EOR N A 4R
S EM

2. WHE cpu BRI E R IE )y 1500pps.

Switch(config)#cpu-rx-ratelimit total 1500

3.9 debug driver

fit 4 : debug driver {receive | send} [interface {<interface-name> | all}] [protocol
{<protocol-type> | discard | all}] [detail]

no debug driver {receive | send}
THRE: F1IF48 € o 48 € R AR SCIR B Bl SRR AE B R oR, AR 2K no #:4F 4 C M R B
RAME BHEIR.
Z¥: receive | send: Tnifl. KEER;
interface {<interface-list>| all}: interface-list /& LK Mug %5, HEgdAN—"Ni I, all &R
P, RAMASE, WERBSEE AN, FoR 8R0S 0 PTA E8 ) PR S
IR ESNS
protocol {<protocol-type> | discard | all}: protocol-type & /<t IsH, T ¥ & Nsnmp.
telnet. http. dhcp. igmp. hsrp. arp. bgp. rip. ospf. pim. ssh. vrrp. ripng. ospfv3. pimv6.
icmpv6. bgp4plus. unknown-mcast. unknown-mcast6. ttl0-2cpu. isis. dot1x. gvrp. stp.
lacp. cluster. mid. vrrpv3. ra. uldp. lldp. eapou, alftEFrA KA KWL, discard®RFT
AAERBCAL LB b RO R A A S E, WG mRSE B AR, R i 28R
B ERSE
detail: EoRiE4HEE, AMASE, BoRWEER, WEESQHERCEE, Fis vian, #
Ko H, B RE, #ROCKE, Y mac, HE mac: WE4IE B AR EEE, JRRRCRT
64 7T RoR K
R RN R E A
EFTREE: AT HAL CPU MBI, T Bl sz i, @iE] AR A R
a3 MEH.
B FTT IR AR SO IR .

Switch#debug driver receive
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3.10 protocol filter

fii4: protocol filter {protocol-type}
no Protocol filter {protocol-type}
Theg: JFR/OCHIRE R R 2 P SCIRAb 3
Z¥: <protocol-type>fLEMIAL, AL EN
{arp|bgp|dhcp|dhcpv6|hsrp|httpligmplip|ldp|mpls|ospf|pim|rip|]snmp|telnet|vrrp}
S R
ERTEE: A 4T BOCH AR R A WU, H T3S s W, dE) RHe
ARNAIRF T
2. 7T arp PRSI ALER

Switch#protocol filter arp
3.11 show cpu-rx protocol

74 : show cpu-rx protocol [ <protocol-type> ]

Theg: Lo AN E RIS B

Z¥: <protocol-type> K LAY, AN NS HUN R FT A RS .

A REBURIE B A

ERRE: A& H T2 s LRI R 10 & P sUE oL, @R BEOR A 48 T M.
24 B arp IOCHERSTE R .

Switch#show cpu-rx protocol arp

Type Rate-limit TotPkts CurState

arp 500 3 allowed



%y 5w %% 4 % DCP Ifftf4

% 4% DCP IhfEan4
4.1 dcp enable

f74: dcp enable

Theg: Adr4FHT6E dep Thig.

¥ L.

BREFENH: S T AT dop The.

AR EREE A,

fEF$8FE: dcp enable F T4TJF dep Thit. & {fRe)a, Haxt b CPU I IP R CHATH R 4
TR, 34T LA AP 1R i KR other-ipuc 7 3C, {447 CPU. Other-ipuc i 3 257!
JHE) mac y CPU ) mac, HI¥ ip NZEM FAAER SIEARE D ip HEME, HAATER
ip #udik. . AZHHL CPU ) mac Hiliky 00-03-0f-f-3e-1e, Xl _EF7E7E interface vian 1,
Hidik Ay 10.1.1.1, interface vlan 10 Hsht v 20.1.1.1. #4, M interface vlan 1 3K H i) mac
39 00-03-0f-ff-3e-1e, 1 ip N 20.1.1.x, Hi% ip Mkt RATIARHR L, K25 R MK other-ipuc
W

Z44). )5 dep DhRg.

Switch(Config)# dcp enable

4.2 dcp disable

#4: dcp disable

Dige: A4 H T EAE6E dep Thfg.

¥ L.

BREEH: FABT dop DIREAERE.

A ER: SRR ERL.

fEFI#88: dcp disable AT 3¢/ dep Thig. &A%, &R ##% dep Thig. Fifa dep
P RIS oai AT 1

244): <7 DCP i

Switch(Config)#dcp disable

4.3 dcp limit-rate <20-50>

#r4: dcp limit-rate <20-50>
no dcp limit-rate

The: Adr M T3E dop MIMREME, no #F AT HUH BREAL, PR BOABRE
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%y 5w %% 4 % DCP Ifftf4

SH: <20-50> PR EHE F A .

BREFEH: AT, BREE N 20.

AR 2RICER.

fERTRME: AREREMASE, A5 ip £ CPU REAE RN TIXAMA, MEHTREALE . FREE
JuE 9 20-50. 40k 5s NiziE L CPU [k X H e EAR A — - F i FRIZEHUH o

2. WE 4R R {E N 50,

Switch(Config)# dcp limit-rate 50

BUH XS 42 R PRSI G S, RE NERIAE 20,

Switch(Config)# no dcp limit-rate

4.4 dcp no-limit-ip <ip_addr>

74 : dcp no-limit-ip <ip_addr>
no dcp no-limit-ip <ip_addr>
ThEE: A4 TRCE AT dep ARRER 1P, no #E FH T BUH Bc B A BRI 1P,
S¥. <ip_addr>FRE 1 IP ik,
BREEN: REIFE T dep, KXTHTE IP #RER %
AR 2RI ERA.
FERIHETE: EATSTREE ) 1P B AR, dop #§ AN i% IP BRI, X34t 1P BRIEI R4 AL
no AR BUE I B, YK E . Dep no-limited-ip RESIC B i KB E & 1024, L %ME G T
BT K.
24): dep XF 1.1.1.1 RPRiK
Switch(Config)# dcp no-limit-ip 1.1.1.1
BOEX 1.1.1.1 BCE A RRE, P R
Switch(Config)# no dcp no-limit-ip 1.1.1.1

4.5 show dcp limit-rate

74 : show dcp limit-rate

Theg: A H T o H I B PR
¥ k.

R éﬁ@ﬂ%ﬁiiﬁ%n%ﬂ@ﬂﬁﬁéﬁo
fERHRFS: i %A o G B R A
24

Switch(config)#show dcp limit-rate

DCP limit rate is 50.



%y 5w %% 4 % DCP Ifftf4

4.6 show cpu ip rate top10

-4 : show cpu ip rate top10 [slot <1-9>|member <1-16>]

Thee: A4 T 2R 5s W b CPU SR KMHT 10 AN 1P, DA R (E .
¥ slot<1-9># 5, member<1-16>member 5.

A %Eﬁﬂﬁﬁfﬁﬂﬁﬂﬁﬂﬁﬁﬁ

R Widi%m4 Box 5s 2 E CPU SEZECKIMAT 10 AN 1P, LAKK R[5 2 48 .
ﬁgﬁ“:

Switch(config)#show cpu ip rate top10

------------------ member:16-----------------

No. IP Rate(pkts/s)
1 11.11.11.21 5s 96

2 11.11.11.12 5s 52

3 11.11.11.13 5s 50

4 11.11.11.11 5s 39

5 11.11.11.14 5s 24

6 11.11.11.15 5s 21

7 11.11.11.20 5s 12

8 11.11.11.17 5s

9 11.11.11.16 5s

10 11.11.11.19 5s

------------------ member:10-----------------

No. IP Rate(pkts/s)

4.7 show dcp limited ip

74 : show dcp limited ip [slot <1-9>|member <1-16>]
Dige: W AT RER) IP 5 AE R

S slot<1-9># k5, member<1-16>member 5.
R éﬁ@ﬂ%ﬁiﬁ%ﬂ%ﬂ@ﬂﬁﬁﬁ

fEFTERE: B iz A A LT RRE P EE.
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Switch(config)#show dcp limited ip

------------------ member:16-----------------

No. Limited-IP Rate(pkts/s)
1 11.11.11.16 1s 64

2 11.11.11.13 1s 61

3 11.11.11.19 1s

4 11.11.11.17 1s

5 11.11.11.14 1s

6 11.11.11.12 1s 26

7 11.11.11.11 1s 34

8 11.11.11.21 1s 51
------------------ member:10----------=-=----

No. Limited-IP Rate(pkts/s)

4.8 clear dcp speed limit rules

fii4: clear dcp speed limit rules {member <1-16>}
Thee: JEFR dep [MGKE) T & I BRERL .

Z2¥: member<1-16>member 5.

L 5= %HE&E%@EC

fEFTRFE: i %A T LLERR dop MIAKE) N AT I BRI, ) DASE & 75 205 B AU AR
FEip.

ﬁs'fﬁﬂ:

THERPTA dep TR RIBREFN, G5 rAR-RMETE IP:
Switch#clear dcp speed limit rules

Clear all of the speed limit rules successfully!

5% member 16 - dep N & BRI -

Switch#clear dcp speed limit rules member 16

Clear all of the speed limit rules successfully!

B dep £XF 1P 2 1.1.1.1 N IBR AL -
Switch#clear dcp speed limit rules ip 11.11.11.14

Clear the speed limit rules of [11.11.11.14] successfully!
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%y 5w

¥ 4% DCP UfEHd

4.9 debug dcp packet

-4 : debug dcp packet
no debug dcp packet

Theg: A4 RoR dep ThaExT b CPU i SCHill A AL B AE, no #AF 2 HUH dep hagxt b

CPU R 3Tl b Ab PR FE 9T E o
S8 Lo
R R E R

EFTERE: AT EEAN 1% dop WM AR MRS DL, T BLE T ey & BB 4R OSCH EAR{E

B, BFEJEIP, B IP, ¥ port, HM port, Bhil5%%.

ﬁs'fﬁﬂ:

Switch#debug dcp packet

Switch#packet DCP_PKT debug is on

Switch#%Jan 01 08:12:05 2006 %DCP-PKT:Receive a packet:

source ip dest ip source mac
source port dest port protocol

11.11.11.21 20.1.1.21 00-00-0b-00-02-0b

0 84

%dJan 01 08:12:05 2006 %DCP-PKT:Receive a packet:

source ip dest ip source mac
source port dest port protocol

11.11.11.20 20.1.1.20 00-00-0b-00-02-0a

0 86

4.10 debug dcp event

#4: debug dcp event

no debug dcp event

dest mac

00-03-0f-29-28-3e 0

dest mac

00-03-0f-29-28-3e 0

Theg: A2 s dop DURERIHAAL B B, no #AE R IGIH X dep Dfie b B #4247 Bl

4. k.
M R E A

fERIHEEE: 2R 1 dop X IP FRIEF RIS OUR, ATEMER L Ar & & .

24
Switch#debug dcp event
Switch#event DCP_EVENT debug is on

Switch#%Jan 01 08:17:21 2006 %DCP-EVENT:Current ip info node num is: [11].



%y 5w %% 4 % DCP Ifftf4

%dJan 01 08:17:27 2006 %DCP-EVENT:The current rate of [11.11.11.19] is 57pkts/s, out of
the limited value(50)!

%dJan 01 08:17:27 2006 %DCP-EVENT:[11.11.11.19] is denied successful by drv!

%Jan 01 08:17:27 2006 %DCP-EVENT:[11.11.11.19] is added to deny list.

%dJan 01 08:17:27 2006 DCP:The current rate of [11.11.11.19] is 57pkts/s, out of the limited
value(50). DCP denies it successfully!

%dJan 01 08:17:27 2006 %DCP-EVENT:The current rate of [11.11.11.20] is 60pkts/s, out of
the limited value(50)!

%dJan 01 08:17:27 2006 %DCP-EVENT:[11.11.11.20] is denied successful by drv!

%Jan 01 08:17:27 2006 %DCP-EVENT:[11.11.11.20] is added to deny list.



#y 5iRRaS % 5% COPP Ifeifkard

% 5% COPP IhfeiA a4
5.1 copp-policy-map

-4 : copp-policy-map <policy-map name>
no policy-map <policy-map-name>
hRE: 57—/ copp-policy-map (3m&#), JFi#kA copp-policy-map CR&E) #; Ay
4[] no #AE MR TE E ) copp-policy-map.
Z¥. <policy-map-name> Mg E£ 24 F5.
BREBI: A NEERIER .
AR ERuE A
fERTERE: &R Nl copp HlgR, HEANFRIERA BB, W LET 2R UTR SR
24 QIEFIMFR— N 48 p1 1 copp-policy-map.
Switch(config)#copp-policy-map p1
Switch(config-copp-policymap-p1)#exit
Switch(config)#no policy-map p1

5.2 service-policy output

4 : service-policy output <policy-map name>

no service-policy output <policy-map-name>
ThRg: 7EAZHpL I 1 7 1) BN — AN SR R s A4 ) no #9152 #8111
AN E IR
Z¥: output <policy-map-name> K15 & 4 R 1) HENE F B 2524/ Lo 11 #7719«
BRAEIEDL: A v LA TR0 g 2%
R o A B AR
fEFTRFE: 4 copp MIERYPE B L J7 1], VERE, Sbr b copp IR HA R ES] |
cpu H, SRESLE cpu VARG, AN M I 7 1), A RS 7 1) B R BB — 3K
W%, ANSCRENTT 1A SRS 3K o
245 : 7235 11 ethernet1/0/1 (I H 1 4558 508 p1.
Switch(config)#interface ethernet 1/0/1
Switch(config-if-ethernet1/0/1)# service-policy output p1

5.3 show policy-map

14 : show policy-map <policy-map-name>
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#y 5iRRaS % 5% COPP Ifeifkard

ThEk: R QoS (MRS R(E B .
Z¥: <policy-map-name> &K 4 FR.
REEH: .
A REBURIE B A
fEFHYeEE: SR AL E 1 copp-policy-map Ei#E i 1] copp-policy-map (1115 2.
24
Switch#show policy-map
COPP Policy Map p1, used by 1 time(s)
Class Map name: c1
policy CIR: 10 CBS: 11
exceed-action:

drop

COPP Policy Map p2, used by 0 time(s)
Class Map name: c1

Drop

Switch#show policy-map p1
COPP Policy Map p1, used by 1 time(s)
Class Map name: c¢1
policy CIR: 10 CBS: 11
exceed-action:

drop
5.4 policy packets-per-second

fi-4: policy packets-per-second <pps> normal-burst-packets <pps> { conform-action |
exceed-action } <ACTION>

no policy
ACTION 5 X:

drop | transmit | policied-intp-transmit {drop|transmit| set-internal-priority } |
set-internal-priority <inp_value> {drop|transmit| policied-intp-transmit }
ThRE: SCREEAIAUE Policy fir4, BREA pps B, AT DUREAC B K4k 507 A [F B 14 S,
I HEGEA R BRSO BN . no dr & MR &
S ¥: packets-per-second: )55 %%, Bl CIR(Committed Information Rate), #.{7 /& pps.,
JuH f2 1~12800, 24 1% B KIS R MERS, CLI 7R A E B
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normal-burst-packets: #J5E R K ~), Bl CBS(Committed Burst Size), Hf7/¢ pps, 6 H &
1~12800, 4B REE DS K ECER, CLIHE R HEE R

conform-action: 4% it CIR M=, MICALZARS, KEUKFEE, 44 transmit;
exceed-action: MHith CIR &%, RICNLLEAR, KEWHE, 44 drop.

ACTION fL#:

drop/transmit % 7 /38 i # 5

policied-intp-transmit A i%iHid qos HIEEH 1 A RIS BT F) 4R L

set-internal-priority 2k 3L AL e

B SR R B A

BRERE: B NEERKENE, W TIMERERETE, conform-action ft44 #{F 4 transmit,
exceed-action 4 F1E K drop.

fEFTRRE: 1ZAr AT ECE RIS SN ME, pps MRE A SCRPBMR SR L, SCRER GRS, ATRAXEA
[F €0 PR 4 S 53 ) B B SR B A

2. FEHNE 7y KRNI E RN R E L EE B EFEN 10pps, LERK T 20pps, Ak H
FAR ORI S EBRIN N AGE, B B4R SCR B B E N £ 3
Switch(config)#class-map c1

Switch(config-classmap-c1)#match access-group 1

Switch(config-classmap-c1)#exit

Switch(config)#copp-policy-map p1

Switch(config-copp-policymap-p1)#class c1
Switch(config-copp-policymap-p1-class-c1)#policy packets-per-second 10

normal-burst-packets 20 exceed-action drop
5.5 policy

4

B

Policy <bits_per_second> <normal_burst_bytes>
({action{{policied-cos-to-cos-transmit{policied-cos-to-dscp-transmit|violate-action}|po
licied-cos-to-dscp-transmit{policied-cos-to-cos-transmit|violate-action H
policied-dscp-exp-to-cos-transmit{policied-dscp-exp-to-dscp-transmit|violate-action}|
policied-dscp-exp-to-dscp-transmit{policied-dscp-exp-to-cos-transmit|

violate-action }}violate-action {drop| transmit}} | exceed-action ACTION })

Xﬂﬁﬁﬁ:

policy <bits_per_second> <normal_burst_bytes> [pir <peak_rate_bps>] |

<maximum_burst_bytes>



#y 5iRRaS % 5% COPP Ifeifkard

[{action{{policied-cos-to-cos-transmit{policied-cos-to-dscp-transmit|violate-action}|po
licied-cos-to-dscp-transmit{policied-cos-to-cos-transmit|violate-action H
policied-dscp-exp-to-cos-transmit{policied-dscp-exp-to-dscp-transmit|violate-action}|
policied-dscp-exp-to-dscp-transmit{policied-dscp-exp-to-cos-transmit| violate-action }}

| exceed-action | violate-action ACTION }]

ACTION 5& X:
drop | transmit | policied-intp-transmit {drop|transmit| set-internal-priority } |

set-internal-priority <inp_value> {drop|transmit| policied-intp-transmit }

no policy

DiRe: CHF=1{1 color MHE% & Policy fir 4, MR AC B ZHU AT th 2 R 1) AR B2 Fod i
A BRSSO AU, HLEA A R RSO E AN ENE . no i & MHBR AR UAC B
¥

bits_per_second: #]%E ({5 Ei# %, Bl CIR(Committed Information Rate), 7T EL4F/F),
Ju /& 1~10000000;

normal_burst_bytes: Zj5EZ Kk ~F, B CBS(Committed Burst Size), #fi7f K 7Hi/f, U
& 1~1000000, “4MECE CBS /M T 11 KT 100 B, RiFH RN )5, CLI &R HEE B
maximum_burst_bytes: WE{E5 % ~F, B PBS(Peak Burst Size), 472575, JuR& 1~
1000000, 4 &) PBS EE &R B KBRS, RS R SR s A E i, CLI TG
ANMER: T MR E XU AR LE s

pir peak_rate_bps: I&{EH {5 B #E %, E PIR(Peak Information Rate), peak_rate_bps H.{i &
LEAFRD, S 1~10000000, 43 AHRLE PIR i, Poilce TAELEHEAUHE, FLE 7 PIR
i}, Police TAEFERGEXUARALA . ¥ AL B AN AR DU U477 5

violate-action: i H PIR %, AL AR, RIS, 444 drop;

action: ¥ H B CIR HE%, WMCHLER, KEIUGHE, B4 A transmit;

exceed-action: it CIR HHE(EA/NT PIR K, R AR, KEUK SIS, 54 N drop.

ACTION f3.4:

drop/transmit % 3 /18 i # 5

policied-intp-transmit ;

set-internal-priority &2k SC N AL S 2 .

AR KRR E R,

BRI : A AR ENE, X TIMEMEATLE, exceed-action Fl violate-action [k
AHMEH N drop.

ERTERE: A7 0l AR SR SRR B A OURIC &, iR 2 B IC & PIR Bl PBS KM & &
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#y 5iRRaS % 5% COPP Ifeifkard

WP AL XU AT SATRCE N, WURECE 1 CBS Ja, EIEACEZNE, i ik 5
XWth; CBS JE{XHELE PBS N #EXUH =t; CBS J5HELE PIR fll PBS Iy XWUH XUf = .
209 FERNE Sy R BRI T I E LS Bl 10kbps, 2358 R K RN 20kBps, A
AR AR OSCR AU SR BRI N RS, I 3 A AR SCR AU B4 i B N LS 2008 23 Ja K
Switch(config)#class-map c1

Switch(config-classmap-c1)#match access-group 1

Switch(config-classmap-c1)#exit

Switch(config)#copp-policy-map p1

Switch(config-copp-policymap-p1)#class c1
Switch(config-copp-policymap-p1-class-c1)#policy 10 20 exceed-action set-internal-priority

23 transmit
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